
1. Course title Network security

2. Course code F18L3W065

3. Semester 5

4. Unit offering the
course

Faculty of Computer Science and
Engineering

5. ECTS 6

6. Goals of the study programme

The purpose of the course is to understand the security
principles of computer systems and networks, where the
student will be familiarized with the different attack and
defence techniques.

7. Contents of the study programme

(1) Information access control. Least privilege principles. (2)
Network traffic analysis (1) Network access control (1)
Authorizations and authentication (1) Application layer
security protocols (1) Transport layer security protocols (1)
Network layer security protocols (1) Data link layer security
protocols (1) Firewalls (1) IDS and IPS (1) Web secuirity
(scripting, threats, defence) (1) Public key infrastructure


